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[1]LogAnomaly: Unsupervised detection of sequential and quantitative anomalies in unstructured logs (IJCAI 2019)
[2]LogParse: Making Log Parsing Adaptive through Word Classification. (ICCCN 2020)

[3]LogStamp: Automatic Online Log Parsing Based on Sequence Labelling. (WAIN Performance 2021)
[4]BigLog:Unsupervised Large-scale Pre-training for a Unified Log Representation(IWQoS 2023)

[5]DA-Parser: A Pre-trained Domain-Aware Parsing Framework for Heterogeneous Log Analysis(COMPSAC 2023)
[6]LogPrompt Under Review.

HFBArepoithilt: https:/github.com/LogAlBox
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(a) Anomaly detection with ample/scarce training data
90% Training Data 11 10% Training Data -- BEE35
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RHEEME SR

RandIndex

MoLFI LogStamp

IPLoM LogSig FT-tree Spell Drain
(b) Log parsing with ample/scarce training data
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Raw Log

2005-06-03 16:47:20 63543 double-hummer alignment exceptions
2005-06-03 16:56:14 162 doubk-hummer ali

2005-06-03 16

ailed to read message prefix on control stream (CioStream
2 6-04 00:24:3 ailed to read message prefix on control stream (CioStream
socketto 172,16 96

1117842440
1117842974 <*> double-hummer alignment Log Anomaly

exceptions Detection
1117843015
[ . 2 ceel). Is Anomaly?
1117848119 | CE sym <*>, at <*>_ mask <*> _ Yes.
1117869872 | ciod: failed to read message
prefix on control stream
I117869876|  (CioStream socket to <*>

(1) ERASHHEZREE "SE/ER" | YTREASTRIR,

ERFEEXRATENR, ANBERERDRE, BITEA,

(2) REEHMNUER, WTRIRE. RRFBAAERRARR, T2

BRI AEHITOITHIE.

1117869872

H1455 VAN

Interpretable Log Parsing

TR47244( 63543 a 2 .
1117842440 _ Object amount: the number of mstances of the
1117842974 "double-hummer alignment exceptions" that

1117843015 occurred
Object name: the object name that is referenced
m the log
1117848119 Location mdicator: the memory address of the
Other parameters: additional parameters or flags
associated with the object.

Location mdicator: the network location or

m address of the object.

Interpretable An

1117869876

Is Anomaly?
I'he high number of "double-hummer alignment exceptions" and the
atled attempts to read messages from a control stream suggest underlying
issues with the system
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EXAMPLE OF LOG RECONSTRUCTED BY DIFFERENT LANGUAGE MODELS

Source Log Text

Original® (T7:)Connected to watchd service sent first pulse 16.
(7T%:)Ibsm connect to watchdog manager. (73:)Connection
was refused by host 10.155.101.233 on port 1 check that
Lustre is running on that node 1.

Corrupted Connected to [MASK] service sent first pulse 16. Ibsm
connect to watchdog manager. Connection was [MASK]
by host 10.155.101.233 on port 1 check that Lustre is
[MASK] on that node 1.

Reconstructed Connected to the service sent first pulse 16. Ibsm connect

(BERT) to watchdog manager. Connection was made by host
10.155.101.233 on port 1 check that Lustre is present on
that node 1.

Reconstructed Connected to watch service sent first pulse 16. Ibsm

(Biglog) connect to watchdog manager. Connection was refused by
host 10.155.101.233 on port 1 check that Lustre is running
on that node 1.

Dataset # of messages

HDFS 82,293.702
Hadoop 394,308
Zookeeper 74,380
BGL 4,713,493
HPC 433.489
Linux 7
Proxifier
Spark
OpenStack
Thunderbird
Windows
: Mac
L - o - Android

[CLS][MASK] not ready for [MASK] HealthApp

[l

a

OvenSSH 5 e watchd and watchdog is a pair of cross-sequence dependency.

\[CT S Ty sadv for and/ enSs 355,146 = s | — . R X . .

\(CLS] Device not ready for command, A‘ : S 481 The original sequence consists of logs from three time bins (7 to T3).
- s pLIL' e 20 4

Switch® 29.174.680

ZERO-SHOT PERPLEXITY OF LANGUAGE MODELS IN UNSEEN DOMAINS

MLM Pre-training Design 78G logs from 16 domains

Language Model Spirit Switch

BERT [16] 240.28  2201.38
Biglog 44.07 1292.88

Outstanding Log Understanding Ability
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FINE-LEVEL COMPARISON OF LOG PARSING USING F1-SCORE AS METRIC

-

Offline Online

-

Methods HDFS Hadoop Zookeeper BGL HPC Linux Proxifier  Avg.

— <SEgRE Softmax BT T R IPLoM 0.389 0.068 0.225 0391 0002 0225 0.500 0.257
Historical Pseudo |.... e T e— ot LKE 0.424 0.198 0.225 0379 0381 0388 0.309 0.329
logs L__labels

T

classifier layer Encoder LogSig 0344  0.050 0.225 0333 0002 0146 0339 0205

FT-tree 0.385 0.046 0.186 0497 0002 0.211 0.42 0.249
Spell 0.000 0.058 0.045 0.536  0.000 0.091 0.0k 0.104

(X) P T Drain 0.389 0.068 0.225 0.397 0002 0.225 0.500 0.258
(A : 7 :

Biglog |H Ol e ["féﬁmlﬁtgg} P Real-time MoLFI 0.000  0.095 0.000 0333 0000 0026 0000  0.065

Encoder logs LogParse 0.632 0.502 0.348 0.665 0330 0.588 0.334 0.486
LogStamp  0.523 0.594 0.275 0.818 0434 0.658 0.438 0.534
& 4 Biglog 1.000 0.967 0.891 0969 0948 0.842 0.974 0.942

Fig. 4. Architecture of Biglog’s module for log parsing. The linear layer is
used to project log embeddings into the label domain and the Softmax layer

g Ehsi2 RANDINDEX SCORES OF LOG PARSING IN THE ONLINE SCENARIO
converts scores into probabilities.

Methods HDFS Hadoop Zookeeper BGL HPC Linux Proxifier Avg.

IPLoM 0914 0.636 0.787 0.858 0.228 0.695 0.822 0.706
max T X 9 H' . b LKE 0.861 0.150 0.787 0.848 0.119 0825 0.379 0.567
% ( ( t) | 1 1) LogSig 0.872 0.651 0.787 0.806 0.119 0.715 0.559 0.644
FT-tree 0.908 0.668 0.773 0275 0.119 0.709 0.722 0.596
T 2 Spell 0.871 0.721 0.102 0.503 0.882 0.706 0.621 0.630
X7 . Drai 0914 0.647 0.787 0.822 0.119 0.695 0.822 0.687
(Jwr b (Ho- (X)1)i) o

E E §(k(xy) — i) log CXplyw, t)n MoLFI 0871 0.699 0899 0792 0881 0410 0621 0739
- ' > 2 LogParse ’

0.907 0.349 0.982 0992 0.194 0.825 0.490 0.677

" ) . _ LogStamp 0954  0.927 0992 0984 0949 0760 0811 091
Zl exp(fw, b, (Ho(X)t);) Biglog 1.000  1.000 1000 0993 0965 0883 0828 0953
J:
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BGL Spirit
Drain Spell IPLoM Drain Spell IPLoM  Avg.

0.437  0.440 0.443 0.099  0.535 0.545 0.416
0426 0426 0.427 0.609  0.751 0.755 0.565

L || Biglog p+(X)| Linear Softmax LogAnomaly 0.551 0599 0831 0099 055 0545 0529
L0gs =7t - °

0483 0504 0700 0609 0759 0755  0.634
encoder yer classifier

0.899  0.938 0.952 0.690  0.901 0.535 0.819
0.744 0476 0.521 0.841  0.859 0.570 0.668

0999 0.963 0.922 0990 0.960 0.980 0.969
0967 0914 0.833 0949 0973 0.986 0.936

Methods®

DeepLog

PLELog

LogRobust

Fig. 5. Architecture of Biglog’s module for anomaly detection. The Softmax S 0970 0999 098 0990 0970 0990  0.985

CNN ) >
layer outputs anomalous probability based on projected log embeddings. 0908 0979 0948 0993 099 0993 0984

0995  1.000 1.000 1.000  1.000 1.000 0.999

Biglog 0966 0992 099  1.000 1.000 1.000 0.992

max log P(q; | X;: 0%, W5, bs) 1.0
0 ,Wo,bs ' 0.9
0.8

. 2.05 s 0.71 z DeeplLog
((Il . - - 5067 " . z 0. ~~ LogAnomly
}‘: 0-5" ; 3 5 U LogRobust
= 0.4 DeepLog >l 5 Biglog
0.31 —+~ LogAnomly
0.21 —— LogRobust
0.1{ —=— Biglog

o 0.0
080% 10% 1% 0.1% 80% 10% 1% 0.1%

Percentage of Training Data Percentage of Training Data

(a) Fl-score (b) Specificity
Online
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EXPERIMENTAL RESULTS OF LOG-BASED FAILURE PREDICTION

Switch-M1 Switch-M2 Switch-M3
pa R F1 P R F1 P R F1

HSMM 0.323 053 0.482 0.003 0.606 0.006 0.263 0.111 0.156

Linear SKSVM  0.083 0. 0.149 0045 0087 0059 0.008 0919 0016
PreFix 0.874 0744 0803 0598 058 0592 0840 0525 0.646

layer UniLog 0843 0. 0819 0657 0632 0645 0879 0646 0745

Biglog® 0743 0955 0835 0587 0737 0.654 0852 0952  0.900

Methods

Softmax

classifier
encoder

Failure
Probability .
PERFORMANCES OF BIGLOG WITH DIFFERENT STRATEGIES®

Fig. 6. Architecture of Biglog’s module for failure prediction. f denotes fe fr Frecision Recall Fi

the sequence construction function and f, is the pooling layer. The future Sampling LSTM 0.844 0.952  0.895

failure is predicted using the pooled embeddings of all logs in a sequence. Sampling  Max pooling 0.852 0.952 0.900
Window LSTM 0.867 0.857 0.862
Window Max pooling 0.871 0.857 0.864

® The experiment is done on Switch-M3.
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COMPARISON WITH LOGTRANSFER IN DOMAIN ADAPTATION SCENARIO

Methods Precision  Recall  Specificity Fl

LogTransfer [15]  0.793  1.000 0.026  0.885 = —— Spirit
Biglog 0.998  0.999 1000  0.998 01

400 1000 4000 40000
Size of Training Dataset

Domain-adaptiveness of Biglog:

, . . ) , Few-shot Learning Ability of Biglog:
1. Superior to specialized domain adaptation methods, such as

1. Exceptional performance with extremely limited training data
LogTransfer :
: e : 2. Outperforms DeeplLog and LogAnomaly with as few as 20
2. Achieves good performance with limited target-domain SAmpIey
samples . : 3. Surpasses multiple baselines when training samples increase to
3. Accurately discriminates normal and abnormal logs in the 100
e 4. Demonstrates remarkable F1-score on Spirit dataset without

4. Outperforms LogTransfer even with a small amount of target-
domain data

5. Generalized log representations from pre-training phase
enhance domain-adaptiveness

prior exposure
5. Promising results in new domains with few labeled historical
logs
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ChatGPT | |
ChatGLM ! i BERITIA T 45
1
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HDFS Hadoop Zookeeper BGL HIX( Linux Proxifier \ndroid

IR B ehods

IPLoM [19] 0914 0.389 0.636 0.068 87 0225 0.858 0.391 0.228 0.002 0.695 0225 0822 0.500 0918 0419 33 0.277
LKE [20] 0.861 0.424 0.150 0.198 787 0.225 0.848 0379 0.119 0.381 0.825 0388 0. 0.309 0.045 0.000 502 0.288
LogSig [21) 0.872 0.344 0.651 0,050 225 0,806 0.333 0119 0,002 0715 0.146 559 0.339 0732 0.116 [0.655 0.194
FTree [22) 0.908 0.385 0.668 0.046 773 0186 0.275 0497 0.119 0,002 0.709 0.211 722 0420 0918 0.581 10.636 0.291

[

Prompt5|E8

Spell [23] e 0.871 0.000 0721 0.058 0.102 0.045 0.503 0.536 0.882 0.000 0.706 0,091 0.621 0.000 0822 0.245 |0.654 0.122
Drain [24) 0914 0.389 0.647 0.068 0.787 0225 0.822 0.397 0.119 0.002 0.695 0225 0.822 0.500 0916 0413 (0716 0.277
MoLFI |25] 0.871 0.000 0.699 0.095 0.899 0.000 0.792 0.333 0.881 0.000 0410 0026 0.621 0.000 0.173 0.208 |0.668 0.083
LogParse [26) 0.907 0.632 0.349 0.502 0982 0.348 0992 0.665 0.194 0.330 0.825 0.588 0.490 0.334 0.288 0.233 [0.628 0.454
LogStamp (2] 0,954 0523 5 0,992 0,275 0984 0818 0949 0434 0.760 0,658 s 0438 0974 0.919 0.580

0.890 0.927 87 R M8 0,93 0.964 0.943 0934 0.7% ] 8 7 0.998 0978 0.72 0.865 0.881

Spirit

L Methods TN . IN. P R

DeepLog [31] 0.156 0.941 0.268 0.302 0.821 0.441
LogAnomaly [32] 4713 0.250 0.001 0.001 7958 0.297 0.855 0.441
LogRobust [33] 0.131 ()(1’7 0. 0.285 0.942 0.438

= 249 0834 0.384 70 0.290 0.999 0.450

ARERS LogPrompt. (BIEEE) FERHIN, HEEIESIEGTIS
W 5 (CRGENE) BUS12RBEET, BEIETE51.9%,
Tasks Correctness Usefulness Readability

Reviewer 73.98% 90.24% 93.50%
Log Reviewer 82.93% 91.06% 94.31%

Parsing Reviewer 78.86% 84.55% 94.31%
Avg. 78.59% 88.61% 94.04%

nu -

Self-prompt

Standerd Prompting Chan-of-Though! Promzting
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